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Since the introduction of the high speed rail in China in 2008, its network has 
grown to 16,000 km at the end of 2014. It is the largest high speed rail network 
in the world carrying 2-3 million passengers every day. These high speed trains 
operate around the clock carrying over 1000 people per train running at speeds 
over 300km/h. They operate with high frequency; for example there is a high 
speed train running between Shenzhen and Guangzhou every 5 to 10 minutes. 

Considering the high 

number of travelers 

and the operating 

hours, safety is a 

paramount concern. 

The China high 

speed rail system 

has up to now 

demonstrated to 

be very safe with the exception of one fatal crash near Wenzhou due 

to a signaling fault in 2011 causing 40 deaths and 190 injuries. This 

highlights the importance of a safety signal and control system for fault 

detection and timely risk mitigation when a fault is detected.

High speed train signal and control systems
China’s high-speed rail signal and control systems are very similar to 

European Train Control Systems (ETCS) which consist of a ground 

system and an onboard system. Information such as train location, train speed, traffic restrictions and 

permissible speed are exchanged continuously between the train and the ground systems. The onboard 

computer determines the train speed and braking pattern based on real time data.

High speed train signal and control  
safety requirements
China’s high-speed rail safety follows CENELEC 

(European Committee for Electro-technical 

Standardization) EN 5012x railway safety standards:

•   50126: Railway Applications – The Specification 

and Demonstration of Reliability, Availability, 

maintainability and Safety (RAMS). 

•   50128: Railway Applications – Communications, 

signaling and processing systems.

•   50129: Railway Applications – Communications, 

signaling and processing systems – Safety related 

electronic systems for signaling.

EN 5012x uses industry functional safety standard 

IEC 61508 as reference. EN 50126 covers the 

Reliability, Availability, Maintainability and Safety 

(RAMS) life cycle of a railway system. EN 50128 

covers the software development aspect of the 

railway control system and EN 50129 covers railway 

electronics systems for signaling.
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EN 50129 risk reduction levels and failure rates are 

mostly harmonized to IEC 61508 – table 1.

Similar to IEC 61508, EN 50129 system risk 

reduction level requirement is categorized by  

Safety Integrity Level (SIL), SIL 1 being the lowest 

and SIL 4 being the highest – table 2. 

However, EN 50129 specifies failure rate with THR 

rather than PFD/PFH in IEC 61508 – table 2.

Because of the potentially severe consequences  

of a high speed train system failure, the system SIL 

level is mostly SIL 4, i.e. failure rate of a system  

must be lower than 1 fail per 1E8 or 100 million 

operating hours.

(Note: As applied to semiconductor components, 

the highest SIL level attainable is SIL 3; SIL 4 is 

only achievable for the system itself rather than 

components going into the system.)  

Another notable difference between IEC 61508 

and EN 50129 consists in the faults detection 

requirements for large integrated circuits. EN 50129 

provides a list of prescribed requirements of CPU 

and Memory self tests, while IEC 61508 provides 

guidelines of techniques and measures for the faults 

detection.

How Texas Instruments (TI) Hercules 
MCUs can help customers developing 
products for use in high-speed  
train systems 
Apart from the functional implementation, challenges 

faced by high speed train system developers 

regarding safety aspects are:

1.  Implementing a system for SIL 4 compliance

2.   Implementing specific CPU and Memory self test 

requirements with proven effectiveness

3.   Providing a reliable inter-system communication 

interface

4.   Providing a high speed inter-system 

communication interface

5.  Companion analog components

6.  System certification

1. System for SIL 4 compliance

As shown in table 1, EN 50129 follows IEC 61508 on 

hardware architectural requirements. SIL 4 requires 

a Hardware Failure Tolerance (HFT) = 1 (redundant 

architecture) and a Single Fraction Failure (SFF) >=99%

With HFT = 1 and SIL 4, it means that at least two 

Tolerable Hazard Rate
THR Per hour per function

Safety Integrity Level (SIL)

10-9 ≤ THR < 10-8 4

10-8 ≤ THR < 10-7 3

10-7 ≤ THR < 10-6 2

10-6 ≤ THR < 10-5 1

Table 1
•  Safe Failure Fraction (SFF)
•  Hardware Failure Tolerance (HFT)
•  Probability of Failure on Demand (PFD)

•  Probability of Failure per Hour (PFH)
•  Tolerable Hazard Rate (THR)

Table 2

Standard

IEC 61508 Programmable
E/E systems SIL – 1,2,3,4 SFF HFT>0 for SIL 4 PFD, PFH No

EN 50129 Railway SIL – 1,2,3,4 N/A Follow IEC
61508 CPU, Memory

System Safety
Integrity

Architectural
Metric

Architectural
Requirement

Failure
Rate

Specific MCU self-test
requirements

THR
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SIL 3 channels are required in a system and a 

dangerous failure in the system will not prevent the 

safety function from performing – see table 3.

TI’s Hercules TMS570 MCUs are certified by TÜV 

SÜD as meeting IEC 61508 requirements up to SIL 3 

(the highest SIL level attainable for MCUs). TÜV SÜD 

is an internationally recognized and independent 

assessor of compliance to quality and safety 

standards. Customers can design a dual channel 

system with a SIL 3 capable Hercules MCU in each 

channel,   as a part of an overall system that must 

satisfy the HFT =1 and SIL 4 requirements.

2. CPU and memory self-test

EN 50129 Table D.1 specifies the fault detection 

measures to be implemented in large integrated 

circuits such as a MCU. It covers CPU, volatile 

memory and non-volatile memory self-test 

requirements.

TI Hercules TMS570 MCUs offer dual-core CPU 

lockstep/compare and memory Error Correction 

Code (ECC) real time diagnostics, as well as 

hardware-based CPU Logic Built-In Self Test (LBIST) 

and SRAM Programmable Built-In Self Test (PBIST) – 

see Fig. 1.

Table 3: Note: Type B products are complex products in which all failure modes are not known.  
Most semiconductors are considered Type B.
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These hardware-based safety features help 

diagnose errors in mission-critical blocks and offer 

high diagnostic coverage with minimum software 

overhead.

•   The dual ARM® Cortex® -R lockstep architecture 

provides cycle-to-cycle high diagnostic coverage 

of the CPU.  

•   The Error Correction Code (ECC) circuit, 

implemented inside the lockstep Cortex-Rx CPUs, 

provides bus interconnect and SRAM/Flash single 

bit error correction and double bit error detection 

(SECDED) with little to no performance impact.

•   The CPU LBIST and SRAM PBIST offer high 

coverage fault detection.

The TI Hercules MCU lockstep CPU with compare, 

memory ECC, LBIST and PBIST on-chip hardware-

based diagnostic circuits facilitate the system 

implementation in compliance with EN50129 Table 

D.1 requirements with high test coverage while 

minimizing software overhead.

Furthermore, TI also offers the Hercules SafeTITM 

Diagnostic Library providing simple-to-use API 

functions to implement CPU and memory self-tests 

during the system start-up and during the system 

run-time. It also provides API support for initialization, 

exception handling, error handling and fault injection 

– Fig. 2.

The Hercules SafeTI Diagnostic Library can be 

downloaded from http://www.ti.com/tool/SAFETI_

DIAG_LIB

3.  FlexRay automotive-grade standard  

inter-system communication interface

Inter-MCU and inter-system communication are 

critical tasks in the overall train ground and onboard 

systems. SPI and CAN are well-established 

communication interfaces typically used in safety 
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control applications. These event driven and non-

deterministic communication interfaces are efficient 

for many safety control applications. But they are 

not fault tolerant. FlexRay was developed by the 

automotive industry for safety applications requiring 

hardware fault tolerance such as Brake by Wire or 

Steer by Wire in the 2000’s. 

The FlexRay module in TI Hercules MCUs offers high 

speed, deterministic, fault-tolerant features for use 

in high speed rail signal and control systems. For 

more information about FlexRay, please consult TI 

FlexRay’s training slides: www.ti.com/lit/SPRT718.

4.  High-speed Ethernet inter-system 

communication interface

A large amount of data such as train speed, train 

location, traffic and track data need to be exchanged 

to determine the train speed and braking pattern. 

With trains moving at 300 km/h, high-speed 

communication interface is a highly desirable feature.

The Ethernet module in TI Hercules MCUs provides 

a standard high-speed interface for inter-system 

communication.

5. Analog Companion components

TI’s large portfolio of analog components provides 

a wide selection of power supply circuits, interfaces 

and signal conditioning circuits connecting the 

Hercules MCU to the real world. 

TPS65381-Q1 (Multi-Rail Automotive Power Supply 

for Microcontrollers in Safety-Critical Applications) 

is frequently used as the power supply of choice 

for Hercules MCU. It provides monitored power 

supplies for the MCU. It can also act as a watchdog 

supervising the MCU operation. It interfaces directly 

with the Hercules MCU error-signaling module for 

error handling outside of the MCU. Furthermore, it 

includes built-in self-test of internal analog and  

digital circuits.

For more information on TPS65381-Q1, please 

consult http://www.ti.com/product/TPS65381-Q1/

description&lpos=Middle_Container&lid=Alternative_

Devices

6. System certification

MCUs may be certified up to a particular safety 

integrity level (or “SIL”). A ‘certified’ MCU means that 

its development process was reviewed and meets 

the requirements of a functional safety system up to 

the specified SIL. Supporting documentation and 

tools such as the safety manual and failure mode 

effect and diagnostic analysis (FMEDA) tool are 

required by the standards to help system developers 

understand the MCU safety mechanisms and to 

calculate the MCU failure rate. 

TI’s Hercules TMS570 MCUs are certified as 

meeting IEC 61508 requirements up to SIL 3 as 

previously mentioned. The MCU development 

process, the management of systematic failures 

and the management of random failures have 

been examined by the certification authority.  

Safety documentation for these MCUs includes a 

safety manual available for general download (no 

NDA required) and a safety analysis report with 

the FMEDA tool available (under NDA). These 

documentations and tools have also been reviewed 

by the certification authority during the MCU 

certification.

Supporting the TMS570 MCUs are foundational 

software components such as peripheral drivers 

generated by HalCoGen tool and SafeTI Diagnostic 

Library. The software development process for these 

software components has been certified by TÜV 

NORD as meeting up to IEC 61508 SIL 3 levels 

of safety integrity. TÜV NORD is an internationally 

recognized and independent assessor of 

compliance to quality and safety standards. SafeTI™ 

Compliance Support Packages (CSP) are developed 

www.ti.com/lit/SPRT718
https://www.ti.com/product/TPS65381-Q1/description&lpos=Middle_Container&lid=Alternative_Devices
https://www.ti.com/product/TPS65381-Q1/description&lpos=Middle_Container&lid=Alternative_Devices
https://www.ti.com/product/TPS65381-Q1/description&lpos=Middle_Container&lid=Alternative_Devices


according to TI’s certified software development 

process and are available for HALCoGen and the 

SafeTI™ Diagnostic Library. These CSPs provide 

a helpful starting point for customers who need to 

provide similar evidence for their functional safety-

related software during system certification. For 

more information on SafeTI Compliance Support 

Packages, please consult http://www.ti.com/lit/wp/

spny007/spny007.pdf

The use of these certified MCUs and their supporting 

documentations and tools can help customers with 

their safety system development and reduce their 

certification efforts. 

Summary
The TI Hercules MCU family offers, to help customers 

with their system development and industry functional 

safety standard certification efforts:

1.   SIL 3 certified MCUs help customers to design an 

overall system that must satisfy the HFT =1 and 

SIL 4 requirements.

2.   Hardware based high coverage CPU and 

Memory self test meeting or exceeding the EN 

50129 table D.1 requirements and the Hercules 

SafeTI Diagnostic Library with minimum software 

overhead.

3.   The FlexRay module providing a deterministic 

and fault-tolerant inter-system communication 

interface.

4.   The Ethernet module providing a standard high-

speed communication interface needed for the 

high-speed trains.

5.   Wide selection of analog companion component 

including the TPS65381-Q1 Power Supply and 

Watchdog.

6.   IEC 61508 SIL 3 certified MCUs with the 

safety manual and FMEDA tools as well as the 

foundational software components (HalCoGen 

peripheral drivers and SafeTI Diagnostic Library) 

developed with TI’s IEC 61508 SIL 3 certified 

software development process.
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